Guide To: —
Setting up |adt\)

. DUN LAOGHAIRE
Multifactor

Authentication
(MFA)

IADT have implemented multifactor authentication for all users. This is to give extra security to
staff and students when logging on to IADT systems remotely. But also on campus when logging
into open access computers.

In order for a staff member or student to do this they must register their mobile number so the
system can send a text message to the registered mobile phone that will then allow a student
to change their password. Please note that IADT or Microsoft employees do not have access to
this number. Alternatively if a staff member/student does not want to use their mobile phone
number then they can use the Microsoft Authenticator App (the downside of using the app is if
the user changes their mobile device then they will have to reregister with the new device and

app).

Note: If user changes their mobile phone number then they will have to reregister with the new
number. The user can also add a second authentication method which reduces the risk of
account lock out how to do this is explained at the end of this document.

Please note that all activities on IADT’s ICT system are subject to IADT’s ICT A/AUP and the any
other relevant IADT policies such as Data Protection.

Requirements to use this service are:

e Be current member of IADT Staff or Student cohort;
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e Internet Access;

e Mobile phone that accepts text messages;

e Have an up to date version of virus protection installed on your desktop/laptop;
e Have all critical operating system updates installed on the desktop/laptop;

e Access to office.com.

Setting Up Your Account For MFA

First you should download the Microsoft Authenticator app to your phone. This is the most convenient
way to authenticate each time you login.

If you don’t want to use the app you can get it to text you a code that you have to enter each time.

Microsoft Authenticator icon looks like this
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For an android phone go to the google play and search for Microsoft Authenticator or click on the link

below:
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https://play.google.com/store/apps/details?id=com.azure.authenticator&gl=IE
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For iPhones go to the apple app store

[ Download on the
' App Store
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And search the app store for Microsoft Authenticator it should look like this
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Microsolt AuthontiCatod

MFA Setup Process

Here are the steps required if you are asked to setup Multi-factor authentication

1. Click Next when it says “More information required”

B2 Microsoft
coenmBuadte

Mare information required

2. To setup using a MFA smartphone app, click next (will require you to download Microsoft
Authenticator from the App or Play Store), The app needs access to your camera to scan in the
QR code that is displayed on the screen.

Dun Laoghaire Institute of Art, Design and Technology

ganization requires you to set up the following methods of proving who you are.

Method 10f 2: App

®

Microsoft Authenticator

Start by getting the app
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The app is the easiest way to implement MFA

Click on Next or click “I want to set up a different method” if you don’t want to use the app

Click Next

Dun Laoghaire Institute of Art, Design and Technology

Keep your account secure

Mathod 1 61 2 App

°

Microsoft Authenticator

|:| Bet up your account
W prompted. sllow notications. Then add an

Ltk 12 et up 2 ifferent mtho
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Microsoft Authenticator

Scan the QR code

Then on the app select add account

Then select “ Work or School account” and then scan the QR Code

Then when you see Dun Laoghaire as an account in the app Click Next

“iaur organization requires you 10 et up the following methods of proving Who you are.

Method 101 2: App
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App Bhone

Microsoft Authenticator

Let's try it out
v
[Fagowe ation we re sending to your 1pg)
Back
Lwant 1 62 up 3 diftérent misthod

The app on your phone will notify you to allow access click Yes/OK
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Dun Lasghaire Institute of Art, Design and Technology
Keep your account secure
Your prganization requires you 10 5ek Lp the following methods of praving wha you are
Mathod 10l 2 App

App Ehane

Microsoft Authenticator

Back Naxt

The app is setup. click Next
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Keep your account secure

Your organization requires you 1o set up the following methods of proving who you are

Mathod 2 of 2: Phone

Phone

Add a second method by entering your phone number select Ireland then the number Q8% *** %
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KEEP your account secure

Four rGRNITIon requined you 10 141 up the following methads of proving who you are.

Method 2 of 2: Phone

App Phane

Phone

W just sent 2 € digit code te +353 2777711 Entar the code below

Lawant 1038t up  different method

You will get a 6 digit code texted to your phone, enter the code and click Next

Information Services Division




Dun Laoghaire Institute of Art, Design and Techriology

Keep your account secure

Method Z of 2 Fhone

Click Next

Method 2 of 2: Done

Success!

[Ty

Default sign-in method:

Then click Done/Finished

The next time you login to office/teams you will get a notification in the app on your phone just type in
the number of your computer screen and click allow to proceed with the login.
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Change Authentication Methods

If you change your mobile device or your mobile number you can change your authorization method by
going to the following web site:

https://aka.ms/ssprsetup

Click on Security Info

You can view your security information on this screen
Security info

Default sign.in method

You can delete or change a method you can also add a second authentication method as a backup.

& https://mysignins.microsoft.com

My Sign-Ins

2 Overview Security info

£, security info These are the methods you use to sign into your account or reset your password.

B=1 Organizations + Add method

£l Devices No items to display.

8 Privacy
Lost device? Sign out everywhere
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